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Key TaKeaways

excessive employee entitlements expose your Business To Unnecessary 
Risk
The ongoing onslaught of public data breaches has demonstrated the consequences 
of ineffective entitlement management, especially for privileged users. While many 
understand the risks of excessive entitlements, they struggle to mitigate these risks, 
leaving the business exposed to breaches and failed compliance audits.

Dump The Compliance Check-Box approach To access Governance
Many security teams have implemented access governance to verify individual users’ 
application privileges, but they often relegate it to an annual or quarterly check-
box effort. This check-box mentality is not sustainable in today’s highly distributed, 
heterogeneous, and complex technology environment.

Usage Data Can enhance existing access Governance Processes
S&R pros must assess how to enhance existing access governance processes. This cross-
functional approach should include audit, infrastructure and operations, security, legal, 
and line-of-business owners to identity improvements the team can deploy to deliver 
better visibility into users’ privileges while minimizing entitlement-related risks.
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For Security & riSk ProFeSSionalS

why ReaD This RePoRT

Today’s customer-centric businesses must maximize business agility to adapt quickly to a rapidly evolving 
marketplace. At the core of any agile business are highly productive and efficient employees who possess 
the necessary access to key applications and data to do their jobs. However, in their quest to maximize 
employee productivity, firms are exposing themselves to unnecessary risks and increasing their chances of 
a data breach by using outdated approaches to verify employee access. Today’s highly dynamic technology 
environments require processes that are more holistic and automated for properly assessing individual 
access privileges. Security and risk (S&R) professionals must enhance existing access governance processes 
with data and complementary technologies to deliver better risk insight and intelligence. This report 
provides practical guidance that S&R pros can use to gain better visibility over identities and entitlements 
to mitigate risk while empowering employees.
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exCessive eMPloyee enTiTleMenTs aRe an URGenT BReaCh RisK

Compliance mandates have driven technology management organizations to deploy entitlement 
reviews, using either a commercial product or a homegrown solution. However, these review 
processes generally rely on backward-looking, static reviews of individual entitlements — the so-
called “who has access to what?” report. While this approach has worked for more than a decade, 
S&R pros need to enhance those processes to help better mitigate access risk. The potential for a 
high-impact, highly visible breach is very strong, considering:

■ Employees accumulate unnecessary access to sensitive data during their tenure. Employees 
accumulate access rights and privileges throughout their employment tenure because of job 
changes, special projects, promotions, and reorganizations. This explains why, according to 
our surveys, 46% of North American and European technology decision-makers who have 
suffered at least one breach say that internal incidents — malicious, accidental, or a combination 
of both — are among the most common causes of breaches.1 Many of these breaches involve 
compromised accounts of legitimate users, especially privileged users and administrators. In 
fact, many of the highest-profile data breaches of the past 18 months, such as Korea Credit 
Bureau and Target, have involved compromised identities of individuals authorized to access 
some part of a business’ computing environment.2

■ The sheer volume of sensitive data that employees can access is forever increasing. In 
addition to dealing with the highly dynamic nature of users, the security team must also 
contend with a surge of sensitive data. Declining storage costs have led some businesses to 
mistakenly store and retain more data than necessary rather than prioritizing what data the 
tech management organization should store, archive, or delete.3 In a survey of more than 1,100 
end users, 71% said they had access to data they should not see, and 54% said that this access is 
either frequent or very frequent.4

■ Security teams often follow inconsistent schedules for access reviews. Against the backdrop 
of constantly changing employee entitlements and increased volumes of sensitive data is the 
reality that most security teams follow inconsistent procedures for conducting access reviews 
(see Figure 1). In many cases, the challenge lies in extracting data from applications that 
can be problematic for homegrown or custom applications. One technology management 
administrator told us that his firm conducts access reviews only three times per year because of 
the effort required to extract and normalize the data from select apps. Another senior architect 
noted that some access reviews are prioritized based on risk assessments but said that changes 
in business conditions often require a new risk assessment that can delay and complicate access 
review schedules.
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Figure 1 Access Certification

Source: Forrester Research, Inc. Unauthorized reproduction or distribution prohibited.122204
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Figure 1 Access Certification (Cont.)

Source: Forrester Research, Inc. Unauthorized reproduction or distribution prohibited.122204
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s&R Pros have yet To Take a Proactive approach To Managing entitlements

Many S&R pros have taken some steps to reduce excessive user privileges, but often, these are no 
longer sufficient. A more proactive approach to reducing excessive user privileges is necessary, and 
without one, S&R pros can expect:

■ Escalation-of privilege attacks: While hackers often take aim at privileged accounts as their 
final target, they frequently do not go after them directly. Instead, hackers may impersonate 
other nonprivileged users and use that access to gain access to other privileged systems in a so-
called escalation-of-privilege attack. Last year’s Home Depot data breach was a good example of 
a privilege-escalation attack; hackers compromised a third-party vendor account and used that 
to further infiltrate the network and steal data.5 For this reason, ensuring appropriate levels of 
access for all users is essential.
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■ Increased risk of segregation-of-duty (SoD) violations: As entitlements accumulate, it 
becomes much more challenging to detect potential segregation-of-duty violations. Users may 
not even know that their entitlements violate SoD rules, but this is still a potential risk that you 
need to manage. SoD originated in accounting to ensure effective financial controls; in today’s 
technology management environment, you must implement similar policies and controls 
to prevent similar SoD scenarios (e.g., allowing the same employee the ability to create and 
approve an invoice).

■ Costly and complex entitlement-certification processes: Business managers often struggle 
to understand a given employee’s entitlement and can inadvertently remove appropriate access, 
decreasing employee productivity. Often, managers flood the help desk with clarification 
questions about individual entitlements, increasing costs and administrative overhead. Given 
that a typical internal help-desk call costs between $5 and $15, these complex certification 
processes generate a real financial impact. These complex, time-intensive processes can limit the 
ability to remove entitlements quickly and efficiently.6

GoveRn aCCess in The saMe way yoU ManaGe yoUR TeenaGe DRiveR

Comparing a newly minted licensed teenage driver to an enterprise employee can serve as a helpful 
analogy for assessing the effectiveness of your current access governance and how you can optimize 
it. In the US, a newly licensed teenage driver requires two primary items to operate a motor vehicle: 
1) a driver’s license issued by the state and 2) the keys to a properly registered vehicle. As long 
as teenagers abide by local and state regulations regarding curfews (e.g., no operation between 
midnight and 5 a.m.) and passengers (e.g., only immediate relatives allowed as passengers for six 
months after the license is awarded), teenagers can drive a vehicle.

This same model applies to most current access governance processes. Security teams issue 
employees identities such as a smart card or unique login credentials (AKA the driver’s license) and 
provide them with access to applications appropriate with their job function (AKA the car keys). 
Like an adult supervising a teenage driver, the access governance processes aims to verify two simple 
questions: 1) Is the user still an authorized user (employee, user, or partner)? and 2) is the user’s 
current level of access appropriate for their current job function?

enhance Basic access Privileges with advanced Policies and Controls

Unfortunately, for teenage drivers and enterprise employees, this check-box approach does not 
provide a complete view of the user’s activity, meaning that potential risks may go undetected. 
Concerned parents of teenage drivers often implement additional controls to manage teenage 
drivers, including:
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■ Mileage restrictions. For example, parents limit the teenager to 20 miles of driving on Friday 
night, which they can verify with odometer readings.

■ Fuel-based restrictions. For example, parents only partially fill the tank (e.g., to one quarter) to 
limit the range of the vehicle (and trust that the child has limited financial ability to replenish 
the tank at will).

While teenaged drivers universally lament such policies, they can provide an effective mechanism 
for monitoring actual usage and managing risk. You can apply the same model to access governance 
processes in the form of usage-based and event-based enhancements.

Review Usage-Based Data To identify Unnecessary and excessive Privileges

Instead of just reviewing a given user’s entitlements, you can supplement the process with additional 
usage data such as:

1. Has the employee accessed the application/system during the last certification period? 
Looking at the last login date is straightforward, and several approaches are available. Identity-
centric access governance solutions from identity and access management (IAM) vendors like CA 
Technologies, IBM, NetIQ, Oracle, RSA Security, and SailPoint can incorporate login data into 
an existing access governance certification process. Activity-centric vendors like HP, IBM, NetIQ, 
and Splunk can collect usage data that you can use to gain better visibility into user behavior 
(normal and anomalous). And data-centric vendors like STEALTHbits Technologies and Varonis 
can capture activity information on login access and data access, such as whether a user read or 
deleted a given file. Some integrations across these categories exist, but teams usually prioritize 
on either an identity-, activity-, or data-centric approach and deploy accordingly.

2. How often did the employee use the given entitlement? In addition to last login, you can 
review the details on all logins in a given period. This is an emerging use case for which vendors 
are adapting their solutions and which security teams are starting to investigate. As one access 
governance vendor noted, “Knowing if a user used an entitlement is often more important than 
knowing if a user has an entitlement.” If a user has not used a given entitlement for an extended 
period, it may indicate that the individual entitlement is unnecessary and you can remove it. 
Moreover, if security teams are using roles to define access, they can use this information to 
update the role model. Identifying inactive users on select systems can also yield some financial 
value because it helps reduce licensing costs, especially in SaaS environments.
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Use event-Based Data To Quickly identify Patterns of anomalous Behavior

Returning to our teenage driver analogy, concerned parents can go beyond mileage- or fuel-based 
controls and install a GPS device to track individual vehicle usage.7 These devices can issue SMS 
alerts if a driver’s activity exceeds certain thresholds, such as speed, location, or time of day. This 
alerting and analysis can improve driver behavior and minimize risk of accidents. Some select 
motor vehicles are even incorporating such capabilities directly into the automobile’s electronic 
systems.8 In an access governance event model, managers view user entitlements, usage data, and 
most importantly, specifics regarding exactly how the user employed a given entitlement in a 
specific context. For example, read access on a production system during normal business hours is 
not concerning, but write/configuration changes on a production system during off hours could be 
indicative of suspicious activity (see Figure 2). Event-based enhancements:

■ Shift the focus from every user’s possible actions to specific actions on specific systems. 
This means that you start by initially prioritizing your privileged users and administrators, as 
they possess elevated levels of privilege, as well as any systems that are in scope for important 
regulatory mandates like HIPAA or SOX. You then must monitor key activities such as 
configuration changes on production systems or unusual usage activities in off-business hours, 
even possibly correlating this with physical access systems to verify the physical location of a 
given user.

■ Help you identify patterns of anomalous behavior to quickly spot suspicious activity. As 
security teams gather more event data, they can build baseline profiles to alert managers to 
anomalous activities, similar to the way in-car GPS devices can alert parents to certain higher-
risk driving behavior. One vendor discussed a real-world use case of monitoring wherein a 
security team at a healthcare provider receives alerts whenever an employee copies patient 
medical records to a public folder. This proactive alerting helps the security team minimize 
unauthorized disclosure of protected information.
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Figure 2 Comparative Access Governance

Source: Forrester Research, Inc. Unauthorized reproduction or distribution prohibited.122204

• Is the user an active
employee?

• Is entitlement consistent
with the role?

Static

Static plus:

• Did the user access given
app/resource?

• How often was the app/
resource accessed?

Usage-based

Usage-based plus:

• What did the user do in a
given app/resource?

Event-based

Past Emerging Future

Use Technology To Realize Benefits More Quickly

The compliance check-box mentality for access governance cannot sustain itself. The highly dynamic 
nature of today’s digital business and the increased risk of data breaches means that security teams 
can no longer rely solely on a static view of employee entitlements. Access governance solutions 
vendors such as CA Technologies, IBM, NetIQ, Oracle, RSA Security, and SailPoint are aware of the 
need for these enhancements and are maturing their offerings to be able to offer event- or usage-
based models out of the box. These approaches may involve integration with a security information 
management (SIM) offering or user analytics solution like LogRhythm, ObserveIT, or Splunk and/
or integration with a data governance solution like STEALTHbits Technologies or Varonis. In fact, 
some security teams have already started to deploy architectures that combine access governance 
and analytics with usage and activity data. Security teams that use technology to migrate away from 
static-based access governance models in favor of usage- or event-based models will realize the 
following benefits more quickly:
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■ Improved operational efficiencies. Commercial access governance solutions help businesses 
overcome the pain and inefficiencies of managing user access in spreadsheets.9 Automating 
these manual spreadsheet processes can yield operational efficiencies by reducing administrative 
overhead while improving employee productivity — both of which are essential for businesses to 
maintain the necessary digital flexibility to compete successfully in today’s dynamic marketplace.10

■ Reduced risk. Traditional spreadsheet-based access governance processes were not only 
inefficient but also highly error-prone, increasing the risk of users maintaining inappropriate or 
excessive entitlements. Access governance solutions help deliver a consistent, standard approach 
for verifying user access, and this helps minimize the number of users who have excessive or 
unnecessary privileges, which are increasingly a potential attack vector and cause of data breaches.

■ Deeper visibility into underlying risks. Usage and event data can provide important 
intelligence to help further understand potential risks and empower you to take the appropriate 
remediation to mitigate that risk. Relying purely on static historical views of user access is no 
longer sufficient, especially for critical systems and sensitive data.

R e c o m m e n d at i o n s

yoU MUsT DefUse The enTiTleMenT TiMe BoMB

Ensuring that user’s access is appropriate with their job role or function is becoming more and more 
important. These recommendations provide practical guidance for S&R pros on how to enhance 
access governance within their security teams:

■ Build tight linkage with human resources (HR) teams. The high volume of changes to 
employee entitlements complicates many review processes. A lack of visibility into the 
underlying organization structure hampers the effectiveness of entitlement review processes. 
Building strong connections with HR teams ensures that you remain in alignment on all 
relevant organizational changes, which will greatly enhance review processes.

■ Adopt a risk-based view toward entitlements and systems. Verifying users’ access to email 
is important, but verifying their access to databases containing customer information is 
essential. Collaborating with technology management, audit, and business teams will enable 
you to identify systems and users of greater risk and prioritize your access governance efforts 
accordingly, helping better mitigate access risks.

■ Engage with access governance vendors. If you have already deployed an access governance 
solution, assess how you can enhance your deployment. This may require further integration 
with a SIM or collecting log information from other systems, so be prepared. If you still have 
not deployed an access governance solution, consider use cases that incorporate usage data 
and other analytics into your RFPs, proofs of concept (POCs) and vendor evaluations.
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■ Inventory the technology components you already have. In some cases, technology 
management organizations and security teams may have already deployed the necessary 
components for a usage-based access governance model, but separate teams (e.g., security, 
infrastructure and operations, etc.) run these components as separate projects. S&R pros 
should lead an effort to revisit the current vendor offerings and reassess potential fit.

■ Incorporate access request into your access governance processes. As access governance 
processes invariably lead to user entitlements being changed or removed, it is important to 
have simple methods for users to discover and request access. The access request procedures 
can even include SoD checks to help prevent inappropriate or conflicting access from being 
granted, further helping manage risks.

■ Develop a plan to enhance access governance processes with additional data. The benefits 
of adding usage- and event-based data are clear. It’s time to create a plan that will enable 
these enhancements. Do not adopt a boil-the-ocean approach. Instead, prioritize the key 
systems and users, focus on building strong governance processes for those systems, and use 
those successes to demonstrate business value and drive wider deployments.

sUPPleMenTal MaTeRial

survey Methodology

Forrester Research collaborated with two researchers from the Laboratory for Education and 
Research in Secure Systems Engineering (LERSSE) at University of British Columbia in 2013 on a 
research project focused on identity and access management tools in organizations. The Forrester/
University Of British Columbia Access Certification Survey 2013 was fielded online in June and 
July 2013 and received 42 anonymized responses from IT decision-makers. The respondents’ 
participation in this study was entirely voluntary.
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enDnoTes
1 Throughout the year, Forrester analysts engage in hundreds of discussions with vendors and end users 

about data security and privacy. Analysis of B2B survey data from Forrester’s Business Technographics® 
Global Security Survey, 2014 and additional data from our data partner CyberFactors provides another 
layer of insight into the state of data security and privacy today and in the future. For more information, see 
the “Understand The State Of Data Security And Privacy: 2014 To 2015” Forrester report.

2 Frustrated security and risk (S&R) professionals once wished for more media coverage of customer data 
breaches and privacy abuses to help them raise the importance of security with naive business executives. 
But news about security breaches is now so ubiquitous that business executives (and even some CISOs) 
may largely ignore them — unless, like the 2013 Target breach, it sets a new record for scope, or the attack 
itself represents a new attack vector and method (e.g., Heartbleed). However, between the headlines and 
after the social media frenzy has died down, there are long-term lessons we can glean that will help all S&R 
pros improve their enterprise’s overall security posture, their specific breach response capabilities, and their 
understanding and appreciation for privacy law and changing consumer sentiment on privacy. For more 
information, see the “Lessons Learned From Global Customer Data Breaches And Privacy Incidents Of 
2013-14” Forrester report.

3 Data defense is the fundamental purpose of information security. To defend your data, there are only 
four levers you can pull — controlling access, inspecting data usage patterns for abuse, disposing of data 
when the organization no longer needs it, or killing data to devalue it in the event that it is stolen. Policy 
addresses when and how much to pull the levers. Too often, organizations create data policies without a 
clear understanding of feasibility and purpose within their business because they themselves are in the dark 
about their data — from what data they have to where it resides. As a result, many data security policies are 
ineffective and can even hinder business processes. Data classification via traditional frameworks such as 
Bell-LaPadula and Biba can be too academic in nature and not enforceable in the modern world of big data 
and advanced threats. In today’s evolving data economy, data identity is the missing link that security and 
risk (S&R) leaders must define to create actionable data security and control policy. For more information, 
see the “Know Your Data To Create Actionable Policy” Forrester report.

4 Source: “Corporate Data: A Protected Asset or a Ticking Time Bomb?” Ponemon Institute, December 2014 
(http://bit.ly/1HfxYoe).

5 Source: Sean Michael Kerner, “Home Depot Breach Expands, Privilege Escalation Flaw to Blame,” eWeek, 
November 8, 2014 (http://www.eweek.com/security/home-depot-breach-expands-privilege-escalation-flaw-
to-blame.html).

6 Most security and risk (S&R) professionals struggle to ensure that identity access management (IAM) 
receives the attention it deserves, and they constantly fight the notion that IAM is a purely reactive cost 
center. Our research has revealed that S&R pros who are successful at nurturing their IAM programs 
track IAM metrics that demonstrate hard savings. In addition, they have automated the generation of 
these metrics, and they communicate them to their executive stakeholders on a regular basis. While every 
organization’s IAM problem set is unique, every S&R leader should track some important baseline metrics. 
For more information, see the “Develop Identity And Access Management Metrics For Employee And 
Customer Processes” Forrester report.
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7 Devices from companies like Motosafety provide a range of capabilities, including GPS geolocation 
“fencing” that can alert parents when a driver enters or exits a specific area or location. Source: MOTOsafety 
(http://www.motosafety.com/details-pricing/#geofence_boundaries).

8 Source: Angela Moscaritolo, “Chevy Malibu ‘Teen Driver’ Tech Will Snitch if You Speed,” PC, March 22, 
2015 (http://www.pcmag.com/article2/0,2817,2478543,00.asp).

9 Security and risk (S&R) executives responsible for identity and access management (IAM) must manage 
access to sensitive applications and data without inhibiting business agility, compromising employee 
and customer experience, or violating compliance requirements — and they need to do so as effectively 
as possible. S&R pros can carry out IAM processes using a combination of the following scenarios: 1) a 
manual IAM process; 2) a build-your-own on-premises IAM system; 3) a commercial off-the-shelf (COTS) 
on-premises IAM solution; and 4) a cloud-based IAM solution. For more information, see the “Use 
Commercial IAM Solutions To Achieve More Than 100% ROI Over Manual Processes” Forrester report.

10 A NIST report on Role Based Access Control projected that the annual benefit of deploying RBAC at a 
fictitious financial institution with 10,000 employees would be $1.4 million, most of that in the form of 
more-efficient certification processes. Source: Alan C. O’Connor and Ross J. Loomis, “2010 Economic 
Analysis of Role-Based Access Control,” RTI International, December 2010 (http://csrc.nist.gov/groups/
SNS/rbac/documents/20101219_RBAC2_Final_Report.pdf).
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