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User Activity Monitoring

Securing company data is proving to be a 
daunting challenge for IT security teams.  
Whether it is the dreaded “hacker”, a third party 
vendor, or a malicious or negligent insider, the 
threat and potential for data to fall (or be placed) 
into the wrong hands has never been greater.  
There are countless methods companies use to 
protect their data, whether its analyzing log data 
with SIEM, Intrusion Detection Systems (IDS), 
or Intrusion Prevention Systems (IPS).  Yet, with 
all of these protection methods in place, data 
breaches are occurring at a higher rate than ever 
before in history.  So what can companies do?

The problem is that current security solutions 
focus on infrastructure and ignore the actual 
user.  As a result, security teams have no insight 
into what users are actually doing with sensitive 
data or within critical systems.  At the same time, 
businesses are collecting and analyzing massive 
amounts of customer and business data to stay 
competitive.  This security void, combined with an 
increasingly open and third party reliant business 
environment, significantly weakens a company’s 
ability to detect and respond to the increase threat 
of user-targeted attacks and insider threat.

As Andrew Walls of Gartner wrote in his recent 
research, “Most enterprises have experienced 
comparative success in sufficiently mitigating 
the majority of external threats. This focus on 

external threats has not significantly decreased 
risk exposure related to the misuse of intellectual 
property and sensitive data by entities within 
the traditional security perimeter. Enterprises 
can’t function without extending trust to their 
employees, but this critical need is at the heart of 
the problem. Employees, working independently or 
in teams, require access to information assets to 
satisfy work objectives.”

User Activity Monitoring is a new approach 
that address this critical cyber security gap.  By 
monitoring, recording and analyzing what users 
are actually, User Activity Monitoring provides a 
critical security layer complementing traditional 
infrastructure based security.  Essentially, if 
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someone gets past the locked door, User Activity 
Monitoring tells you exactly what he or she did once 
inside.  In the historically preventative focused field 
of cyber security, User Activity Monitoring stands 
out as the leading rapid detection and response 
measure a company can take to protect themselves 
from unwanted access or breach.  

ObserveIT User Activity Monitoring

ObserveIT is pioneering User Activity Monitoring by 
using screen-recording technology to capture all 
user activity regardless of environment.  ObserveIT 
converts individual screenshots into a video 
playback that is easy to review and understand.  Our 
visual interpretation technology turns the screen 
capture recordings into user activity logs that can 
be easily searched, analyzed, prioritized, acted 
upon and audited.  This enables security teams to 
rapidly detect and respond to the threat of account 
hijacking, stolen passwords, remote vendor access 
and insider threats from either negligent or malicious 
users. ObserveIT focuses on actual user activity 
rather than inferring user actions from infrastructure 
data. This ability to track and understand user 
activity enables companies to benefit from an 
open business environment while protecting their 
intellectual property and customer data.  As a Senior 
System Analyst that uses ObserveIT put it, “If you 
want to know exactly what happened in your system, 
event log monitoring isn’t enough.  ObserveIT can 
show you exactly what happened; who did what?”

Why User Activity Monitoring is Important

For most companies, knowing what users are actually 
doing on their servers is a missing vantage point 
that can no longer be ignored.   There are a variety 
of reasons for this shift in priority, but three trends 
in particular stand out: third party vendor access, 
privileged user access, and compliance, all of which 
are addressed with User Activity Monitoring.

Third Party Vendors

It is nearly impossible today to find a company that 
doesn’t rely on third party vendors.  Companies 
depend on third party vendors to provide a 
variety of business critical functions – application 
development, IT system and infrastructure 
management, security, billing, business processing 
and practically any other function you can imagine.  
As a result, these third party vendors will need 
access to company servers, applications and data.  
When these third party vendors gain access, it is 
impossible for a company to know exactly what 
data they’re accessing, unless they have User 

Activity Monitoring.  

With proper monitoring tools in place, a company 
will not only be able to distinguish between third 
party vendors and their own internal users, but also 
be able to see exactly what data, applications and 
systems these third party vendors accessed and 
what they did.

Privileged User Access

“The ability to monitor privileged-account activity 
is essential, whether or not SAPM or SUPM tools 
are deployed.” –Gartner.  Privileged user access 
is a challenging security question mark for any 
company.  By giving a user privileged access, 
they have the potential to reach data and systems 
that hold the digital crown jewels of a company.  
Sure, companies can customize their users access 
rights so they have specific levels of access for 
specific servers/applications/data; as we all know, 
however, one of the biggest security challenges 
is the broad access users are granted versus what 
they actually need or use.  As a result, privileged 
users are granted access to all sorts of company 
information that they shouldn’t have, and this 
tends to only increase over time.

User Activity Monitoring acts as the perfect 
monitor of privileged user access.  By keeping 
a detailed DVR-like video playback of user 
actions, as well as user activity logs, User Activity 
Monitoring software can easily and efficiently 
keep track of privileged user access, and what is 
actually being accessed and used.

Compliance

In the 21st century, almost every single organization, 
no matter what industry they’re in, has some sort 
of compliance they have to adhere to.  Government 
regulations regarding data are strict and explicit.  
Whether it is HIPAA for healthcare, PCI-DSS for 
the Payment Card Industry, or any other regulation 
for a given industry, compliance stands as a major 
challenge for any organization.

User Activity Monitoring addresses numerous 
compliance challenges in regards to cyber security.  

Adding User Context to an Infrastructure View

With SIEM/Log Management tools and IDS/IPS in 
place, companies still have a tough time of answering 
“who did what?”  As companies grow, so does their 
amount of data, and their number of users.  Similarly, 
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as an organization expands, third party vendors 
become more of a necessity than a convenience.  
Even though traditional logs can help monitor 
security, they only tell administrators something 
happened at the system/infrastructure level, and 
don’t understand the actual user and their activity.  

User Activity Monitoring takes care of these issues 
and more.  By providing a visual and plain-English 
record of every single user actions, User Activity 
Monitoring pairs with a SIEM/Log management 
tool wonderfully.  Rather than spending valuable 
time on deciphering logs, IT administrators can 
utilize User Activity Monitoring to give a clear 
picture as to what actually happened to cause the 
logs to be created in the first place.

Four Essentials of User Activity Monitoring

Record and Monitor

The foundation of User Activity Monitoring is the 
ability to capture all the activity of user no matter 
where they are logged in – desktops, physical 
servers, virtual or cloud based servers.  Further a 
User Activity Monitoring solution must be able to 
capture activity no matter how the user connects 
– direct, VDI, Citrix, RDP… Finally, all types of 
users must be capable of being covered – shared 
accounts, named accounts, and end users.

Analyze & Detect

The most amazing aspect to User Activity 
Monitoring is its analysis and detection. With 
such vast user bases in today’s organizations, 
a breach could go undetected for weeks, even 
months without real-time alerting.  To perform 
this advanced analysis, User Activity Monitoring 
solutions must be capable of transcribing capture 
on-screen user activity into user activity logs.  These 
user activity logs are what enable both human and 
automated analysis and search of user activity. User 
targeted attacks are one of the fastest growing 
security threats, and User Activity Monitoring is 
a must have technology for detecting and rapidly 
responding to this serious threat.

Security Ecosystem Integration

Most companies have some sort of SIEM or Log 
tool already in place. Splunk, RSA enVision, HP 
ArcSight, and IBM QRadar are all SIEM and Log 
tools used by numerous organizations. User 
Activity Monitoring paired with SIEM and Log 
tools provides companies with a significantly 

more powerful security solution. This relationship 
between Log/SIEM tools and user activity 
monitoring will result in a much stronger and more 
efficient security force.

Preserve User Privacy

In any monitoring environment, user privacy can 
be a hard thing to manage.  In order to properly 
maintain security, intense monitoring is required, 
but this can often inflict on user privacy.  User 
Activity Monitoring must have the ability to create 
a proper middle ground between security and user 
privacy.  A User Activity Monitoring solution that 
contains policy-based activity recording, protected 
access to recorded activity and user notification of 
the recording policies will enable any organization 
to balance their security and employee privacy.

Your Users are a Target It’s Time to Start 
Protecting Them

As cyber security threats become more and 
more frequent, organizations are scrambling 
to strengthen their security platforms.  Most 
organizations are missing a vital change in cyber 
security.  Whether its hackers, third party vendors, 
or internal users, more and more IT security issues 
are arising from user accounts.  Rather than trying 
to bypass company systems, security threats are 
stealing or misusing user credentials to access 
company systems and data undetected.   This 
creates a problem for organizations, seeing as 
these malicious users appear as regular users.  
Once they are in there is no cyber security solution 
to track their behavior.

User Activity Monitoring takes the fear out of cyber 
security, and enables companies to feel confident 
and secure.  When the inevitable “red flag” is 
raised, and a company needs to know exactly what 
happened with their uses, User Activity Monitoring 
shines.  According to Gartner, “by 2020, 60% 
of enterprise information security budgets will 
be allocated for rapid detection and response 
approaches, up from less than 10% in 2013”.  
Similarly, “by 2018, 80% of endpoint protection 
platforms will include user activity monitoring 
and forensic capabilities, up from less than 5% in 
2013”.  It is becoming overwhelmingly clear that 
it is impossible for any organization to stop all 
breaches, however, User Activity Monitoring is a 
critical solution that helps any organization rapidly 
detect, respond to, and fix the problem in a swift 
and precise manner.  

Source: ObserveIT
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From the Gartner Files

Prevention Is Futile in 2020: Protect Information  
Via Pervasive Monitoring and Collective Intelligence

By 2018, 80% of endpoint protection platforms 
will include user activity monitoring and forensic 
capabilities, up from less than 5% in 2013.

Introduction

In 2020, there are multiple possible scenarios 
from threats external to the enterprise that 
will vary as attackers target enterprise assets 
or individuals directly. This variation is further 
extended by the response to these attacks — 
whether it is a coordinated, monolithic authority or 
a decentralized, tribal one (see Figure 1).

However, there are three key megatrends that are 
present in all scenarios:

• Continuous compromise. There will continue 
to be an increase in advanced targeted attacks 
that bypass traditional protection mechanisms 
and persist undetected for extended periods of 
time. As a result, in all scenarios, systems and 
individuals must be considered compromised.

• Financially motivated attacks. In most 
cases, these advanced targeted attacks against 
enterprises and individuals are attempting 
to steal sensitive information — customer 
information, credit card data, trade secrets, 
formulas, processes, plans, pricing and similar 
intellectual property. In some cases, financial 
damage through critical system or business 
process outages is the goal.

• IT will lose control. IT increasingly will not 
directly own the user’s device or the services 
they consume, limiting its ability to place 
invasive controls. Consumerization and bring-
your-own-desktop programs combined with 
the increase in the use of cloud-based services 
create a computing environment where IT loses 
control of the consumption device and the 
services being consumed.

Combined, these megatrends will create several shifts 
in information security organizations, processes and 
strategies that we discuss in this research:

Advanced targeted attacks make prevention-
centric strategies obsolete. Securing enterprises 
in 2020 will require a shift to information- and 
people-centric security strategies, combined 
with pervasive internal monitoring and sharing of 
security intelligence.

Key Challenges

• Information security can no longer prevent 
advanced targeted attacks.

• IT will not own the majority of user devices or 
services that users consume.

• Too much information security spending has 
focused on the prevention of attacks and not 
enough has gone into security monitoring and 
response capabilities.

• Individual enterprises will not be able to defend 
themselves without the collective sharing of 
threat and attacker intelligence.

Recommendations

• Begin a project now to understand where 
sensitive information is created, moved, 
transformed, stored and archived in your 
enterprise. Use this to prioritize investments.

• Architect for pervasive monitoring. Budget for 
increased monitoring each year for the next 
five years, expanding the depth and breadth of 
monitoring technologies.

• Invest in your incident response capabilities. 
Define and staff a process to quickly understand 
the scope and impact of a detected breach.

• Favor security solution providers with a broad 
view across large numbers of enterprises to 
provide visibility of threats and attackers.

Strategic Planning Assumptions

By 2020, 60% of enterprise information security 
budgets will be allocated for rapid detection and 
response approaches, up from less than 10% in 2013.
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• A shift up the stack to the protection of 
information rather than systems

• A shift from control-centric to people-centric 
security

• A shift in processes and spending toward 
continuous and pervasive monitoring

• A shift toward the use of collective intelligence 
and reputation services

Analysis

Shift to an Information-Centric Security 
Strategy
Consider a typical IT stack (see Figure 2).

In 2020, enterprise IT departments will not own 
the device, and in the case of cloud-based services, 
they may or may not control the network, server, 
OS or application the end user is consuming. In 
2020, what is left that IT actually still can directly 
control? The answer is the information itself. In 
most cases, information must become the focal 
point for our information security strategies.

This is a return to the foundation of information 
security, because the goal of information security 
has always been to protect the confidentiality, 
integrity, authenticity, access, availability and 
utility of information.1 For many enterprises, the 
control and lockdown of devices, applications and 
servers was a means to an end. To fulfill our goal 
of information protection, we turned to device 
ownership, lockdown and control as a means to 
protect information. However, this confuses the 
means with the end goal by equating lockdown, 
ownership and control with information security. 
Ownership and tight control were used as proxies 
for trust. In future scenarios where, increasingly, 
IT doesn’t own or control the consumption or 
delivery sides of technology, new models of trust 
are needed. Information security strategies need 
to shift from a bottom-up device and network-
centric strategy to a top-down, information-
centric strategy focused on the information itself 
(see Figure 3).

Source: Gartner (May 2013)

FIGURE 1   Gartner Security Scenario 2020
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Source: Gartner (May 2013)

FIGURE 3   Top-Down, Information-Centric Security

Source: Gartner (May 2013)

FIGURE 2   Typical IT Stack
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Depending on which of the four scenarios unfolds, 
attackers will change what and how they attack 
information (see Figure 4). Regardless, the need to 
shift from protecting media that holds and transports 
information (such as network infrastructure and 
endpoints) to protecting data and information itself 
will be a key shift in all scenarios. 

If attackers target enterprise systems, information 
security strategies will need to focus on the enterprise 
systems used to access, process and store information. 
Specifically, this includes increased investments 
in application security, such as application security 
scanners, application security firewalls, database 
audit and protection, file share monitoring and 

protection, and protection of enterprise content 
management systems — including platforms such 
as Microsoft’s SharePoint. Enterprise information in 
cloud-based services can be protected via encryption 
or tokenization using cloud access security brokers 
or with a specific platform designed for information 
protection and cloud encryption gateways. In these 
scenarios, our protection efforts will focus on the left 
half of Figure 5.

Source: Gartner (May 2013)

FIGURE 4   Varying Focuses of Information Security Strategies
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Source: Gartner (May 2013)

FIGURE 5   Enterprise-Centric Versus Individual-Centric Information Protection

If attackers target individuals, information 
security strategies will need to focus more on the 
consumption side — protection of information 
on the end-user’s device, whether owned by the 
enterprise or the individual. A straightforward, but 
coarse approach would be to encrypt the entire 
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Recommendations
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maintain. It’s most acute when it attempts to 
protect information from malicious or accidental 
damage by those people that have legitimate 
access to it, while simultaneously trying to 
minimize the negative impact on productivity and 
flexibility. Exponential growth in the variety and 
complexity of IT delivery models, coupled with 
the explosion in the amount of data, makes the 
traditional approach to security untenable. People-
centric security (PCS) creates a modern, effective, 
less invasive and less costly alternative to the 
traditional lockdown mentality.

PCS is a strategic approach to information security 
that emphasizes individual accountability and 
trust and de-emphasizes restrictive, preventative 
security controls. It is based on a set of key 
principles, and on the rights and related 
responsibilities of individuals. The premise of 
PCS is that employees have certain rights, but 
these are linked to specific responsibilities. 
These rights and responsibilities are based on an 
understanding that, if individuals do not fulfill 
their responsibilities, or don’t behave in a manner 
that respects the rights of their colleagues and 
the stakeholders of the enterprise, then that those 
individuals will be subject to sanction.

This rights-responsibilities compact creates a 
collective co-dependency among employees, 
exploiting existing social capital within the 
enterprise. PCS principles presume an emphasis 
on detective and reactive controls, and transparent 
preventative controls, over the use of intrusive 
preventative controls. It also presumes that 
individuals have the appropriate knowledge 
to understand their rights, responsibilities and 
associated decisions.

In terms of the scenario planning quadrant, PCS 
is relevant whenever the individual is the target. 
In controlling parent scenarios, it is up to the 
enterprise to set the relevant cultural contexts for 
PCS. In neighborhood watch scenarios, a lot of the 
cultural context and underlying principles will be 
provided by the community in which the individual 
(and his or her organization) find themselves.

Best Practices/Recommendations

• Investigate the concepts and principles behind 
a more people-centric approach to information 
security, and consider adopting some or all of 
them in your security strategy.

• Organizations considering a switch to a PCS 
approach must:

• Carefully plan an effective culture change 
program.

• Ensure that workplace agreements are 
flexible and legally adequate.

• Ensure that their PCS approach still 
maintains their required standard of due care.

Shift Security Program Emphasis to Rapid 
Detection and Response
In 2020, enterprise systems will be in a state of 
continuous compromise. They will be unable to 
prevent advanced targeted attacks from gaining 
a foothold on their systems. Unfortunately, most 
enterprise information security spending to date 
has focused on prevention, in a misguided attempt 
to prevent all attacks. Moving forward, while 
preventative efforts such as enterprise firewalls, 
intrusion prevention systems (IPSs) and endpoint 
anti-malware systems will still be needed, the 
effectiveness of and associated spending on 
these technologies will decrease as a percentage 
of information security budgets. In addition, the 
shift to PCS discussed previously implies a move 
away from preventative toward detective controls. 
We believe the majority of information security 
spending will shift to support rapid detection and 
response capabilities, which are subsequently 
linked to protection systems to block further 
spread of the attack.

Part of the answer to the seemingly 
insurmountable problem of how to identify 
attacks without signature-based mechanisms lies 
in pervasive monitoring to identify meaningful 
deviations from normal behavior to infer malicious 
intent. If you assume systems will be compromised 
with advanced targeted threats, then information 
security efforts need to shift to detailed, pervasive 
and context-aware monitoring to detect these 
threats.2 However, as in the shift to information-
centric security strategies, the focus of what we 
monitor will vary among the different scenarios 
(see Figure 3).

In scenarios where the focus of the attack is on 
enterprise systems, our emphasis on monitoring, 
detection and response will be at the enterprise 
level, specifically, monitoring enterprise access to 
applications and information in much the same 
way as information protection does — monitoring 
access to applications, databases, file systems and 
content management systems.
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Patterns of user access can be baselined and analyzed 
for anomalous behavior indicative of malicious 
intent — for example, frequency of access, amount 
of information downloaded, the type of information 
being accessed and contextual information, such as 
the time of day or the type of device the request is 
made from. In addition to domain-specific monitoring 
solutions, such as database audit and protection, 
identity and access intelligence solutions are 
emerging that are also capable of analyzing these 
patterns. Even when information and services are 
consumed from the cloud, cloud access security 
brokers, such as Skyhigh Networks, can perform the 
same type of baselining and anomaly detection for 
cloud services access.

For scenarios where individuals will be directly 
targeted, monitoring and detection capabilities 
will be identity- and role-centric, ideally extended 
down to the device itself with detailed user activity 
monitoring performed directly at the endpoint. 
Already, several monitoring and forensics tools are 
offering capabilities here, including Mandiant; Bit9; 
RSA, The Security Division of EMC; HBGary; Cyvera; 
and Guidance Software. Over the next three years, 
we expect most leading endpoint protection platform 
(EPP) providers will evolve their platforms to deliver 
similar capabilities. Through detailed monitoring of 
what is running on a user’s system, as well as their 
interaction with content, executables and enterprise 
systems, enterprises are able to get “digital video 
recorder-like” visibility as to what happened. In the 
inevitable event of a breach, enterprises can query this 
data to understand what other users were targeted, 
what systems were potentially compromised and what 
information was exfiltrated.

In both cases, the use of context information 
will be critical to the success of behavioral-
based and anomaly-based approaches to 
increase the accuracy of the results by reducing 
false positives — for example, adding device, 
location and identity awareness, including user 
role, and then correlating this context with 
the monitored behavior.

Recommendations

• Focus monitoring efforts first on the enterprise’s 
most critical information assets — typically 
financial and customer databases — and then 
expand to other sensitive repositories.

• Use supplemental context information when 
analyzing the monitoring of information to 
improve the accuracy of the findings.

• Implement enterprise endpoint monitoring 
— ideally by pressuring endpoint protection 
vendors to provide detailed logging and 
auditing as an integral part of their EPP 
solutions without requiring the purchase of a 
third-party solution.

• Plan for increasing data storage requirements 
for information security monitoring in the 
multiterabyte range in the next five years.

• Stop spending too much for network and 
endpoint security, and free up resources for 
monitoring and detection programs. Choose 
converged security platforms for elements 
focused on protection — next-generation 
firewall/IPS, unified threat management for 
small or midsize enterprises and EPPs.

Incorporate Collective, Community-Based 
Security Intelligence Services
In 2020, continuous compromise by advanced 
targeted attacks will require that organizations 
share security intelligence to better understand 
where and how they are compromised. In all 
scenarios, enterprises that cannot fight these 
attacks alone will move to share their security 
intelligence with others to better understand the 
tools, techniques and targets of attackers. Just as 
with internal monitoring, broader visibility provides 
more data and more context for improved security 
decision making. How enterprises participate in 
the sharing of this intelligence will vary across 
the scenarios (see Figure 6), but the need to share 
information is present in all scenarios.

When authority is monolithic, we expect strong 
centralized entities — vendors and government 
— will become the primary source of collective 
security intelligence. Enterprises will share their 
visibility and monitoring with the centralized 
entity for the benefit of themselves and others in 
the same monolithic ecosystem.

Even in scenarios where authority is tribal and 
decentralized, sharing of intelligence will occur, 
typically via coalitions among enterprises in 
the same industry. For example, the Financial 
Services Information Sharing and Analysis Center’s 
(FS-ISAC’s) sharing of security intelligence and 
emerging offerings from vendors such as Red Sky 
Alliance and Threat Connect.3

Three types of collective security intelligence 
services will be critical: reputation services, threat 
intelligence and attacker intelligence.
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Source: Gartner (May 2013)

FIGURE 6   Variations in Collective Intelligence Across Scenarios
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• Reputation services: In a world where IT 
doesn’t own or control the consumption or 
delivery elements, cloud and community-
based reputation services fill in “shades 
of gray,” providing the foundation for new 
models of trust as an alternative to models 
where ownership was equated with trust. In 
2020, enterprises will be asked to deal with 
all types of unknown entities — devices, 
content, applications, identities, domain names, 
URLs and so on. Reputation services help 
organizations answer the question: “Do I trust 
this entity enough to perform the requested 
action in the current context?” These types 
of services are heavily used to support online 
consumer banking services where the device is 
also not owned, unknown, potentially infected 
and where they can’t dictate the browser used. 
Similar models will be used in enterprise IT for 
precisely the same reason.

• Threat intelligence services: In future 
scenarios, where the target is the enterprise, 
enterprise threat intelligence services will be 
a key asset. Here, intelligence is shared as 

to what enterprise vulnerabilities are being 
targeted and how (see Figure 7). These services 
tend to be threat-centric, enabling enterprises 
to identify and shut down the vulnerabilities 
being exploited. Examples include Symantec 
Cyvelliance, IBM, Secunia and others. Imperva 
recently launched ThreatRadar, its community-
based threat-sharing and intelligence service. In 
addition, independent community-driven threat 
intelligence capabilities are emerging.4

• Attacker intelligence services: In scenarios 
where the target is the individual, the 
vulnerability being exploited is typically the 
end users themselves. Since it is harder to 
patch end users, these scenarios will evolve 
to share specific intelligence about the 
attacker in contrast to the threat (see Figure 
7) — for example, their methods of attack 
and their specific patterns of behavior during 
reconnaissance. Already, there are leading-edge 
examples of attacker intelligence services from 
vendors such as CrowdStrike, Mandiant, the 
Mykonos technology (acquired by Juniper) and 
ThreatMetrix — for example, with the Mykonos 
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Source: Gartner (May 2013)

FIGURE 7   Variations in Intelligence Services Across Scenarios
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service (now renamed Spotlight Secure), its 
Web security solution can fingerprint attackers 
independent of the location or device they are 
attacking from and provide this as a cloud-
based attacker intelligence service.5

Best Practices/Recommendations

• Augment your security technology and 
processes with external sources of threat and 
attacker intelligence to better understand if 
and when your enterprise is being attacked.

• Favor vendors that can provide security threat 
intelligence and security attacker intelligence 
as both types of intelligence will be needed.

• Participate in emerging industry-specific 
sharing collectives for sharing information 
security intelligence.

Evidence
1Information security refers to the processes and 
methodologies that are designed and implemented 
to protect print, electronic or any other form of 
confidential, private and sensitive information 
or data from unauthorized access, use, misuse, 
disclosure, destruction, modification or disruption 
(see www.sans.org/information_security.php).

Information security (sometimes shortened to 
InfoSec) is the practice of defending information 
from unauthorized access, use, disclosure, 
disruption, modification, perusal, inspection, 
recording or destruction. It is a general term that 
can be used regardless of the form the data may 
take, such as electronic or physical.

2Context-aware monitoring — examples include 
location, time of day, device reputation, IP address 
reputation and URL reputation (see “The Future of 
Information Security is Context-Aware and Adaptive”).

3https://www.fsisac.com/sites/default/files/
Repository%20Conceptual%20Overview%20
22Mar2013.pdf

4Titan is an example of emerging community-
driven threat intelligence capability. Titan is an 
automated framework for malware analysis and 
threat intelligence.

5http://juniper.mwnewsroom.com/press-releases/
JUNIPER-NETWORKS-ANNOUNCES-NEXT-
GENERATION-SECURIT-nyse-jnpr-989255

Source: Excerpt from Gartner RAS Core Research Note G00252476,  
Neil MacDonald, 30 May 2013 

http://en.wikipedia.org/wiki/Information_security
https://www.fsisac.com/sites/default/files/Repository%20Conceptual%20Overview%2022Mar2013.pdf
https://www.fsisac.com/sites/default/files/Repository%20Conceptual%20Overview%2022Mar2013.pdf
https://www.fsisac.com/sites/default/files/Repository%20Conceptual%20Overview%2022Mar2013.pdf
http://juniper.mwnewsroom.com/press-releases/JUNIPER-NETWORKS-ANNOUNCES-NEXT-GENERATION-SECURIT-nyse-jnpr-989255
http://juniper.mwnewsroom.com/press-releases/JUNIPER-NETWORKS-ANNOUNCES-NEXT-GENERATION-SECURIT-nyse-jnpr-989255
http://juniper.mwnewsroom.com/press-releases/JUNIPER-NETWORKS-ANNOUNCES-NEXT-GENERATION-SECURIT-nyse-jnpr-989255
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About ObserveIT 

ObserveIT understands actual user activity and 
provides tailored analytics and forensics to address 
the growing risk of user-based threats. ObserveIT’s 
User Activity Monitoring solution enables 
companies to benefit from open and increasingly 
third-party-reliant business environments without 
compromising intellectual property or customer 
data. ObserveIT provides User Activity Logs along 
with visual recordings of user actions to rapidly 
respond to security incidents and operationalize 
forensic analysis. ObserveIT is currently in use in 
more than 1200 corporations in 70+ countries. 
www.observeit.com for more information.
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